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The voluntary Framework for Improving Critical Infrastructure 
Cybersecurity was developed through a collaborative process by 
industry, academia, and government stakeholders. It enables 
organizations – regardless of size, sector, degree of cybersecurity 
risk, or cybersecurity sophistication – to apply the principles and 
best practices of risk management to improve security and 
resilience. NIST does not validate or endorse any individual 
organization or its approach to using the Cybersecurity 
Framework. 
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• NIST Cybersecurity Framework Website:
https://www.nist.gov/cyberframework
NIST contact: cyberframework@nist.gov
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	Organizational_Profiel: The Federal Reserve's most important function—formulating and implementing monetary policy—is carried out in light of both regional and national concerns by the Board of Governors, the Reserve Banks and the FOMC. Since its founding in 1913, the Federal Reserve System has evolved to meet the needs of a changing financial system and a growing economy. However, its unique structure remains its most outstanding feature and greatest strength.The Federal Reserve Bank of Atlanta, (informally referred to as the Atlanta Fed and the Bank), is the Sixth District of the 12 Federal Reserve Banks.
	Process: The Information Security Program of the Atlanta Fed is based on controls spanning People, Processes, Data and Technology managed in a holistic manner.  The newly formed Cybersecurity Strategy and Continuous Improvement (SCI) team pioneered by Taiye Lambo, an industry veteran who was a major contributor to the NIST CSF development championed and led this effort by performing independent maturity assessments against the NIST Cyber Security Framework (NIST CSF) and the proven maturity model - Capability Maturity Model Integration (CMMI).
	Process_Cont'd: Independent maturity assessments were performed against against the NIST Cyber Security Framework (NIST CSF) and the proven maturity model - Capability Maturity Model Integration (CMMI). Stakeholders realized the need to adopt a risk based and threat driven voluntary framework for Cyber Security to proactively measure Cyber resilience using a simple, proven, repeatable, effective and efficient approach. Stakeholders wanted this framework to go beyond compliance to the Bank’s current security assurance framework that is based on NIST Special Publication (SP) 800-53 and NIST Risk Management Framework (RMF). Stakeholders wanted this framework to align with national and internationally accepted best practices such as ISO/IEC 27001, ISO/IEC 27002, COBIT and the Center for Internet Security (CIS) Top 20 Controls. Using NIST CSF to measure Cyber resilience and using the Capability Maturity Model Integration (CMMI) to gauge the maturity of processes through peer reviews and activities that assess capabilities, the Information Security Department utilized this 3-Stage Process.
	Finish describing the implementation process: Stage 1: Current State AssessmentPerformed current state assessment of its People, Processes, Data and Technology controls against the NIST CSF to identify current gaps, potential blind spots and opportunities for improvement in our Information Security Program. Stage 2: Continuous Improvement to Future StateDeveloped Continuous Improvement Plan and Roadmap based on output from Stage 1 to formulate a multiyear plan including detailed gaps, recommendations, remediation actions, timeline, priorities and resource allocation. Stage 3: Periodic Maturity Validation AssessmentsPerformed periodic maturity validation assessments to ensure remediation actions are completed in a timely manner and ensure improvements are made towards desired maturity targets.
	Describe the results and benefits to your organization: The framework provided a prioritized, flexible, repeatable, performance-based and cost-effective approach, including information security measures and controls, to help identify, assess and manage cyber risk.  To avoid misusing the framework Tiers 1- 4 as maturity levels, the maturity of each subcategory was assessed on a Capability Maturity Model Integration (CMMI) scale of 1 to 5.
	[Please provide an organizational image or graphic: 
	]: 

	Continue describing the results and benefits to your organization: The simple structure and language in the framework did foster ease of use and understanding of stakeholders at all levels. Lessons LearnedIt is imperative to obtain adequate stakeholder buy-in and support to use the framework to drive continuous improvement at all levels, from executive management to the lowest level of engineers and analysts. It is imperative to be able to communicate the results of the framework maturity assessment in a simple but effective manner that communicates breach probability in a credible manner. What’s NextWe continue to socialize the value of maturity assessment and continuous improvement approach with peers. The goal is to influence and support colleagues across the Federal Reserve System to go beyond the existing Security Assurance framework and continuously improve their cybersecurity posture.  We continue to share our successes and challenges in adopting this framework with industry groups.
	Provide organizational contact info: Federal Reserve Bank of Atlanta website: https://www.frbatlanta.org Contact: Taiye Lambo https://www.linkedin.com/in/taiyelambo
	Organization's Logo: 
	Email NIST: 
	Organization Name: Federal Reserve Bank of Atlanta
	Situation: In addition to supporting the U.S. financial system, the Atlanta Fed carries out the supervision and regulation of the Banks operating within the Sixth District. It is also a source of research and expertise for public and private decision makers within the District. In recent years, researchers within the Atlanta Fed have innovated new tools to gauge the health of the macro U.S. economy i.e. GDPNow and Wage Growth Tracker.
	Provide an image of your organization or the individual providing the quote: 
	Provide a quote about using the NIST Cybersecurity Framework from a senior individual at your organization: “The NIST CSF and CMMI maturity assessments and reporting to our executive leadership and peers from across the Federal Reserve System has enabled us to proactively lower our breach probability in an efficient manner.”– Allen Sautter VP, Chief Information Security Officer


